SO NONG NGHIEP VA PTNT CONG HOA XA HOI CHU NGHIA VIET NAM
TINH LAO CAI Doc 1ap - Tu do - Hanh phuc
CHI CUC CHANNUOI VA THU Y

S6: 30 /QD-CNTY Lao Cai, ngay 02 thang 4 nam 2024

QUYET PINH
Ban hanh No¢i quy dam bao an toan thong tin mang trong hoat dong trng
dung cong nghé thong tin ctia Chi cuc Chan nuéi va Tha y tinh Lao Cai

CHI CUC TRUONG CHI CUC CHAN NUOI VA THU Y TINH LAO CAI

Can cur Ludt Cong nghé thong tin ngay 29 thang 6 nam 2006,
Can cir Ludt An toan thong tin mang ngay 19 thang 11 nam 2015;
Can Ludt An ninh mang ngay 12 thang 6 nam 2016,

Can cit cdc van ban hwéng dan thi hanh Ludt Cong nghé théng tin ndm
2006, Ludt An toan thong tin mang nam 2015, Ludt An ninh mang nam 2016 va
cdc van ban lién quan;

Can cir Quyét dinh sé 61/2021/QP-UBND ngay 31/12/2021 ciia UBND
tinh Lao Cai vé ban hanh Quy ché dam bdo an toan théng tin mang trong hoat
dong ung dung cong nghé thong tin trong cdc co quan nha nuoc trén dia ban
tinh lao Cai;

Can cir Quyét dinh so 27/2022/QP-UBND ngay 28/7/2022 ciia UBND
tinh Lao Cai Ban hanh Quy dinh vi tri, chitc nang, nhiém vy, quyén han va co
cau to chirc cua Chi cuc Chan nuéi va Thu y tinh Lao Cai,

Can cir Ké hoach s6 93/KH-SNN ngay 31/08/2023 cua So Nong nghiép va
PTNT vé viéc trién khai thuc hién chién lwoc an todn, an ninh mang quoc gia,

chudong g pho voi cdc thach thirc tir khong gian mang dén nam 2025, tam nhin
den nam 2030;

Can cir Van ban s6 573/SNN-VP ngay 27/3/2024 ciia S¢ Nong nghiép va
PTNT vé viéc chan chinh cong tdac bao dam an toan, an ninh mang tai cac phong,
co quan, don vi thuoc So.

Theo dé nghi ciia Truéng phong Hanh chinh - Téng hop.
QUYET PINH:

Piéu 1: Ban hanh kém Quyét dinh nay Noi quy dam béao an toan thong
tin mang trong hoat dong ing dung cong nghé thong tin cua Chi cuc Chan
nuoi va Thua y tinh Lao Cai.
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Piéu 2: Quyét dinh c6 hiéu luc ké tir ngay ky.

Piéu 3: Lanh dao, cong chuc, vién cl}l'rc thudc Chi cuc Chan nuo6i va Thu y
tinh Lao Cai chiu trach nhi¢m thi hanh Quyét dinh nay./.

Noi nhan:

- S& Nong nghiép va PTNT (B/c);

- Lanh dao Chi cuc;

- Tram Thu y cac huyén, thi xa, thanh phé;
- Cé4c phong thudc Chi cuc.

- Luu: VT, QLDB.
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SO NONG NGHIEP VA PTNT CONG HOA XA HQI CHU NGHIA VIET NAM
TINH LAO CAI Doc 1ap - Tw do - Hanh phiic
CHI CUC CHANNUOI VA THU Y

NOI QUY
Pam bdo an toan thong tin mang trong hoat dong ing dung cong nghé
thong tin cia Chi cuc Chan nuoi va Thu y tinh Lao Cai
(Ban hanh kém theo Quyét dinh s6 ~ /OP-CNTY ngdy  thdng 4 ndm 2024
cua Chi cuc Chan nuoi va Thu y)

Chuong I
QUY PINH CHUNG
Pi¢u 1. Pham vi diéu chinh

Noi quy nay quy dinh viéc bao dam an toan thong tin mang trong hoat
dong Umg dung cong nghé thong tin (sau day viét tat 1a CNTT) ctia Chi cuc Chan
nudi va Thi y tinh Lao Cai.

Piéu 2. Pdi twong ap dung

Noi quy ndy 4p dung dbi v6i cac phong, tram va lanh dao, cong chirc,
vién chuirc, nguodi lao dong thudc Chi cuc Chan nudi va Tha y tinh Lao Cai.

Piéu 3. Muc dich, nguyén tic biao dam an toan thong tin mang
1. Muc dich:

Viéc ap dung Noi quy nay nham phong ngira, ngan chan, xtr 1y va giam thiéu
CaC nguy co gdy mat an toan thong tin mang va bao dam an toan thong tin trong
qua trinh tng dung CNTT trong hoat dong cta Chi cuc.

2. Nguyén tic:

a) T6 chirc, ca nhan thudc d6i tuong ap dung Noi quy nay ¢ trach nhiém
bao dam an toan thong tin va hé thong thong tin trong pham vi xir Iy cong viée
ctia minh theo quy dinh ctia phap luat, huéng dan cua co quan, don vi c6 tham
quyén va cac quy dinh tai Noi quy nay;

b) T6 chirc, ca nhan khong dugce xam pham an toan théng tin mang cua to
chtrc, ca nhan khac;

c) Viéc xu 1y su cO an toan thong tin mang phai bdo ddm quyén va loi ich
hop phap cua t6 chirc, ca nhan, khong xam pham dén do1 song riéng tu, bi mat ca
nhan, bi mat gia dinh cta ca nhan, thong tin ri€éng cua t6 chur;
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d) Hoat dong an toan thong tin mang phai dugc thuc hién thuong xuyén, lién
tuc, kip thoi va hiéu qua.

Diéu 4. Cac hanh vi bi nghiém cam

Cac hanh vi bi‘nghiém cAm thuc hién theo quy dinh tai Diéu 7 Luat An toan
thong tin mang va Biéu 8 Luat An ninh mang.

Chuong 11
PAM BAO AN TOAN THONG TIN MANG
Piéu 5. Quan Iy truy cap

1. Quan 1y chat ché tai khoan cta cac hé théng thong tin. Dbi véi cac phan
mém nghiép vu cta Chi cuc Chin nudi va Tha y tinh Lao Cai di cung cép tai
khoan cho cong chtrc, vién chirc, nguoi lao dong dé thuc hién nhiém vu thi khi
cong chue, vién chure, nguoi lao dong da nghi viée, chuyén cong tac phai huy tai
khoan, quyén truy nhap, thu hoi cac thiét bi lién quan t&i hé théng thong tin.

2. Yéu cau Cong chure, vién chirc, nguoi lao dong khi dat mat khau dang
nhap vao cac hé thong thong tin phai phai dat mat khau c6 do an toan, phuc tap
cao (c6 do dai tbi thiéu 8 ky tu, co ky tu thuong, ky tu s6 va ky tu dic biét nhu !,
@, #, $, %,...) va phai duoc thay d6i it nhat 3 thang/lan.

3. Mdi cong chire, vién chic va nguoi lao dong chi duoc phép truy cap
cac thong tin phu hop voi chirc nang, trach nhiém, quyén han cua minh, c6 trach
nhiém bao mat tai khoan truy cap thong tin.

4. Khi str dung cac tmg dung dung chung cua tinh moi nguoi phai ¢ y
thire ty bao v€ thong tin ca nhan cua minh; nghiém cam viéc tiét 19 tai khoan
dang nhép cua minh cho nguoi khong co tham quyén hodc st dung trai phep tai
khoan ctia nguoi khac dé truy cép trai phép vao hé thdng cac phan mém dung
chung cua tinh.

Pi¢u 6. Pam bio an toan, an ninh thong tin

1. Thuong xuyén pho bién, quan triét va cp nhat nhitng quy dinh vé an toan
thong tin va huéng dan cong chuc, vién chitc, ngudi lao dong thuc hién ding
huéng dan vé an toan, an ninh théng tin nham nang cao nhan thirc va trach nhiém
vé an toan thong tin.

2. Bao v€ bi mat thong tin tai khoan ca nhan hoac tai khoan cua Chi cuc khi
duoc phan cong nam gitr, dong thoi phai thay d6i ngay mat khau tai khoan khi méi
duoc cép va tu chiu trach nhi€ém trong vi¢c quan 1y, bao v¢ mat khau cua tai khoén,
khong duoc cho nguoi khac st dung tai khoan ca nhan hodc ctia don vi.
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3. Khong dit ché d6 ty dong ghi nhd mét khau cua céc trinh duyét trong moi
truong hop st dung; thuong xuyén thay dé1 mat khau c6 do phuc tap cao doi voi
cac tai khoan phuc vu cong tac, tai khoan ing dung cé nhan.

4. Cong chtrc, vién chirc khi duge giao trach nhiém quan ly, st dung may
tinh phai dét mat khau dang nhap; d6i voi may tinh nhiu ngudi st dung phai dit
mit khau cho tai liéu dam bao tinh bao mat cong tac.

5. Khi khai thac, str dung cic phan mém tng dung dung chung cua tinh tai
c4c diém truy cap Internet cong cong, tuyét dbi khong dit ché do ghi nhd mat khau
trong cac trinh duyét.

6. Khai thac tai nguyén Internet c6 chon lgc, khong vao cac trang website la,
khong bam vao cac duong lién két, bleu tuong quang cao khong rd ndi dung va
khéng cai dit phan mém khong rd ngudn gbc.

7. Thuong xuyén cap nhat ban va 16 hong bao mat cho cac phién ban hé diéu
hanh, phan mém, ung dung theo khuyen cao cua don vi phat hanh va cac chuyén
gia vé an ninh mang; cai dat phan mém diét virus ban quyén cho hé thong may tinh.

8. Khong cai dit cac phan mém tmg dung khong rd nguén gbc, chua duoc
danh gi4 tinh nang, do tin cay...

9. Quan 1y, str dung céc thiét bi luu trit thong tin (USB, 6 cimg di dong...),
dién thoai thong minh dam bao an toan, dang cach theo quy dinh tai Chi thi sd
02/CT-TTg ngay 15/11/2019 cta Thu tuéng Chinh phi va Chi thi sé 02/CT-BCA
ngay 17/4/2017 cua B Cong an.

10. Céc thiét bi CNTT dung dé soan thao, in 4n vin ban, lwu trit thong tin bi
mat nha nudc cua Chi cuc phai dugce b tri riéng, tién hanh & noi dam bao bi mat,
an toan; khdng duoc két ndi vao mang LAN ctia don vi. Pic biét 1a khong duoc sir
dung may tinh da ndi mang Internet danh may, in, sao tai liéu mat. Trén may tinh
nay phai thuc hién cac ché do ma hoa, phan quyén va dat mat khau cho ngudi dugc
giao sir dung dé dam bao an toan, bao mat thong tin. Khi stra chita, khic phuc cac
su ¢6 ciia may tinh dung soan thao van ban mat, cac phong, don vi phai bao cao
cho nguoi co tham quyén. Khong dugc cho phep cac cong ty tu nhan hodc nguoi
khong ¢ trach nhiém truc tiép sira chira, xir 1y, khac phuc sy 6.

Piéu 7. Phat trién ngudn nhén lyc an toan thong tin

1. Can bo kiém nhiém vé CNTT cua Chi cuc duoc tao diéu kién trang bi cac
thiét bi tin hoc, phuong tién ky thuat lam viéc phu hop voi chuyén moén, yéu cau
cong viéc; tham du day du céc khoa dao tao va boi dudng kién thue, nghiép vu cho
can bo quan 1y, ki thudt vé an toan thong tin mang.

2. Thudng xuyén t6 chirc cic hoat dong tuyén truyén, phd bién nang cao
nhén thurc vé€ bdo dam an toan, an ninh thong tin mang dén toan thé bo can bg, cong
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chure, vién chirc va nguoi lao dong cuia don vi.
Chuong III
TRACH NHIEM BAO PAM AN TOAN THONG TIN MANG

Picu 8. Trach nhiém cia Trwéng ciac phong, tram thudc Chi cuc
Chan nuoi va Tha y

1. T6 chtrc tuyén truyén, pho bién quan triét cho cong chuc, vién chic va
nguoi lao dong cac van ban chi dao cua Trung wong, cua Tinh iy, UBND tinh
Vva c4c quy dinh ciia phap luat vé dam bao an toan, an ninh thong tin nham nang
cao nhdn thirc cho cong chire, vién chire va nguoi lao dong ve nguy co mat an
toan, an ninh hé thong thong tin va c6 bién phap dé phong ngira, ngan chin khi
c6 su ¢b xay ra.

2. T6 chie thuc hién cac quy dinh tai Noi quy nay va cac quy dinh phap
luat co lién quan; chiu trach nhiém trude Chi cuc trudng trong cong tdc dam bao
an toan, an ninh thong tin cua Chi cuc.

3. Khi ¢6 su c6 hodc nguy co mat an toan thong tin phai chi dao xu Iy
khac phuc kip thoi va théng tin cho phong Hanh chinh, tong hop. Trudng hop
khong khic phuc dugc thi bao phong Hanh chinh - tong hop dé phong Hanh
chinh - tong hop bao To tng ctru sy ¢d may tinh trén dia ban tinh dé hudng dan,
hd tro khic phuc.

4. Phéi hop chat ché trong cong tic phong ngira, ddu tranh, ngin chin cac
hoat dong vi pham an toan, an ninh thong tin. Tao di€u ki¢n thuan lgi cho cac co
quan chirc nang tham gia khac phuc su ¢o va thuc hién dang theo hudng dan.

Picu 9. Trach nhiém cia can b§, cong chirc, vién chirc va nguoi lao
dong trong cac co quan, don vi

1. Trach nhi€m cua can bd, cong churc phu trach an toan thong tin mang:

a) Chiu trach nhiém trién khai cac bién phap bao dam an toan thong tin
mang cua Chi cuc;

7 b) Tham muu lanh dao Chi cuc ban hanh cac quy dinh, quy trinh ndi bd,
trién khai céc giai phéap k¥ thuat bao ddm an toan thong tin mang;

c) Phéi hop vai cac to chuc, cd nhan c6 1ién quan trong viéc ki€m soat,
phat hién va khac phuc céc sy ¢6 an toan, an ninh thong tin.

2. Trach nhi¢m cua can b, cong churc, vién chiic va nguoi lao dong trong
cac co quan, don vi:

a) Nghiém tuc chip hanh Noi quy ndy va cac quy dinh khac cua phéap luat
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vé an toan thong tin mang. Chiu trach nhiém bao dam an toan thong tin mang
trong pham vi trach nhiém va quyén han dugc giao;

b) Khi tham gia van hanh mang may tinh cua co quan phai nghiém chinh
chép hanh ché d6 bao mat, an toan, an ninh thong tin déng thot chiu trach nhiém
dbi voi cac thong tin ma minh cung cip. Mdi can bd, cong chirc, vién chic va
nguoi lao dong phai c6 trach nhiém ty quan 1y, bao quan thiét bi ma minh duoc
giao st dung; khong tu v thay doi, thdo lip cac thiét bi trén may tinh; khong
dugc vao cac trang thong tin dién tir khong rd vé ndi dung; khong tai va cai dat
cac phan mém khong r& ngudn gdc, khong lién quan dén cong viéc chuyén mon;
khong nhap chudt vao cac duong dan la khong rd vé noi dung; khong cho phép
bat ctr hanh vi nao gay t6n hai dén dich vu, gdy hu hong thiét bi mang; khong
cung cip thong tin khong trung thuc dé cong bd trén mang; sir dung mang dé
tham nhap vao cac mang may tinh khi chua dugc phep; khong dua cac thong tln
c6 ndi dung “mat”, “tbi mat” va “tuyét mat” 1én hé théng may tinh co két ndi
mang Internet;

c) Trong trao doi thong tin, dit liéu phuc vu cong viée, cac phong, tram,
can bo, cong chirc, vién chirc phai str dung hé thong thong tin do co quan, don vi
¢ tham quyén trién khai, nhu: Hé théng thy dién tor tinh Lao Cai
(@laocai.gov.vn) hodc Hé théng quan 1y van ban va diéu hanh (ioffice). Mdi can
by, cong chirc, vién chuce va nguoi lao dong khong suir dung cac trang mang xa
hoi, cac dich vu thu dién tr cong cong,.. . dé trao ddi thong tin quan trong lién
quan dén cong viéc chuyén mon cua co quan, don vi;

d) Khi phat hién nguy co hoac sy cd mét an toan thong tin mang phai bao
c40 ngay v&i cip trén va cong chire phu trach cong nghé thong tin ctia don vi dé
kip thoi ngan chan va xu ly;

d) Tham gia cac chuong trinh dao tao, hoi nghi tap huan vé an toan thong
tin mang do cac co quan, don vi chuyén trach an toan thong tin mang hoac S&
Thong tin va Truyén thong to chirc.

Chuong IV
TO CHUC THUC HIEN
Picu 10. Khen thwéng, xir Iy vi pham

1. Cong chirc, vién chirc va nguoi lao dong c6 thanh tich xuét sac trong
bao ddm an toan, an ninh thong tin ctia Chi cuc dugc khen thudéng theo quy dinh
cua phap luat.

2. Cong chuc, vién chuc va nguoi lao dong vi pham cac quy dinh cua
phap lut vé an toan, an ninh théng tin tiy theo tinh chit, mac do vi pham va
hau qua gay ra s€ bi xtr 1y ky luat hanh chinh hodc truy ctru trach nhiém hinh su



theo quy dinh ctia phap luat.
Piéu 11. Trach nhiém thi hanh

Lanh dao, cong chtrc, vién chirc thuoc Chi cuc Chan nu6i va Thu y tinh Lao
Cai c6 trach nhiém trién khai thyc hién cac quy dinh cta phap luat vé an toan, an
ninh théng tin va Noi quy nay.

Piéu 12. Stra doi, bé sung ndi quy

Phong Hanh chinh - Tong hop gitp Chi cuc tru:0’ng trién khai thuc hién
Noi quy nay; phdi hop véi cac phong chuyén moén, cac ca nhan co lién quan
thuong xuyén ra soat, dé xuét stra doi, bo sung nhimg ndi dung khong con phu
hop dam bao thuc hién dtng quy dinh hién hanh vé dam bao an toan, an ninh
thong tin./.
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